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String ip = request. getParameter (“ip”) ;
if (null==ip) {
//handle error

}
Boolean ret = Pattern.matches(”((?:(?:25[0-5][2[0-4]1\\d|[01]12\\d?\\d)\\.) {3} (?:25[0-5] [2[0~
41\\d| [0112\\d?\\d)) ", ip);
if (Tret) {

//handle error
}
Stringl[] cmd = new Stringl]{”ping”, ”"-c”, 727, ip};
Runtime rt = Runtime. getRuntime () ;

Process proc = rt. exec (cmd) ;

2. fEHA%H R

String dir=request. getParameter ("dir”) ;
if (null==dir) {
//handle error
}
switch (dir) {
case “testl”:dir="testl”;
break;
case “test2”:order by="test2”;
break;
default:order by="test”;
}
Runtime runtime=Runtime. getRuntime() ;
Process process=runtime. exec (new String[] {"1ls 7, dir});
int result=process. waitFor () ;

//do something
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public

Object fix (HttpServletRequest request, Map<{String,

whiteList , org. apache. log4j. Logger logger) {

SRS

Object obj = null;
try {
String className = request. getParameter (“className”) ;
if (null==className) {
//handle error

}

if (whiteList.containsKey(className)) {

obj = whiteList. get (className). newInstance () ;
1
} catch (InstantiationException e) {
//do something
1

return obj;

SQL #EA

LRGBS TT i
R I Z Kt i)

a. ZHE T

jdbe

MA$ ] PreparedStatement:

HttpServletRequest request = ...;

String userName = request. getParameter (“name”) ;

if (null==userName) {

//handle error

Class<?>>

//



Connection con = ...

String query = ”“SELECT * FROM Users where user=?";
PreparedStatement pre=conn. prepareStatement (query) ;
pre. setString (1, userName) ;

pre. execute () ;

mybatis

R #7 W5

<(select id="getByPage” resultType="com. domain. Users” parameterType="com. Param”>
SELECT
username, id
FROM tb users
WHERE isdeleted=1
{if test="name!=null and name!=""">
AND nickname LIKE CONCAT(C % , #{name}, *% )
</if>
ORDER BY
createtime DESC
limit #{fromIndex}, #{count}
{/select>

ER:

ARTHZ G THER, HPSUHEMRIERY . TRAB L3 order by, group by,
limit #EH, SHAEMSMERS ., FERAREEARNENL

1. ffH java 224 SDK H A 7512

String columnName = request. getParameter ("columnName”) ;
if (null==columnName) {
//handle error
1
String columnNameEncode = sqlTool.mysqlSanitise (columnName, true);

query = ”"SELECT NAME FROM users order by ” + columnNameEncode ;



2. fEM AR,

switch (columnName) {
o o ” o
case “name”:columnName="name”;
break;
PR PR
case “num”:columnName="num”;
break;

default:columnName="id”;

Mongo JEA

EfRGRAG T
AT LLEEPHESH, ] BasicDBObject

String name = request. getParameter (” name”) ;
if (null==name) {
//handle error
}
BasicDBObject databaseQuery = new BasicDBObject (“name”, name) ;
DBCursor cursor = characters. find(databaseQuery) ;
try {
while (cursor. hasNext ()) {
System. out. println(cursor. next()) ;
}
} finally {

cursor. close() ;

XXE

EfRGRIS 7k
1. TEMEMT XML Z it PR % DTDs (doctypes) ZEUHIAET:

DocumentBuilderFactory dbf = DocumentBuilderFactory. newlnstance() ;

try {
String FEATURE = “http://apache. org/xml/features/disallow—doctype—-decl”;
dbf. setFeature (FEATURE, true) ;



}catch (Exception e) {
// This should catch a failed setFeature feature

Xpath Y EA

IEfRIRIG T Ik
A% Xpath S0 2

DocumentBuilderFactory builderFactory=DocumentBuilderFactory. newInstance () ;
builderFactory. setNamespaceAware (true) ;

DocumentBuilder builder=builderFactory. newDocumentBuilder () ;

Document document =builder. parse (new File(filepath)):

XPathFactory factory=XPathFactory.newlInstance () ;

XPath path=factory. newXPath() ;

String statement="/user[loginID/text()=$username and password/text()=$password]/text()”;
//$username Fl$password 51

SimpleVariableResolver variableResolver = new SimpleVariableResolver () ;

variableResolver. addVariable (new QName (“password”), password) ; e ¢ 5
variableResolver. addVariable (new QName (“username”), username) ; e ¢ 5

path. setXPathVariableResolver (variableResolver) ;

XPathExpression xPathExpression = path. compile (statement) ;

XSS

LRGBS TTiE:
JS2 Gt Je B AT AN hem] ARREERE PRI, R AR f2h5 75 12

1. f# ] ESAPI

//ZH L F) html S24&,  <div).. xssinput..</div>
String safe = ESAPI. encoder (). encodeForHTML (xssInput) ;
//ZE % E) htm] A2 K @M,  <(div attr=.. xssinput..>content</div>
String safe = ESAPI. encoder (). encodeForHTMLAttribute (xssInput) ;
// B ) JavaSceript #1,  <script>x=...xssInput... </script>
String safe = ESAPI. encoder (). encodeForJavaScript (xssInput) ;
/&R
ESAPI. validator (). getValidSafeHTML ()



2. fdF Spring HEZERT, TTFHEL E A7) HemlUtils. htmlEscape 4G th B) html SEfk:

@RequestMapping ("/xsstest”)
public String xssTest(@RequestParam(”id”) String id, Model model) {

id=HtmlUtils. htmlEscape (id) ;
model. addAttribute (“id”, id) ;

return “index”;

3. REHMNEZER, w[{#FH commons—lang JFE M) StringEscapeUtils. escapeHtm] Zwhd %
@J html ;12[:

<%

String id=request. getParameter (”id”);

out. println(StringEscapeUtils. escapeHtml (id)) ;
%>

CSRF

BRI TT %

1. web passport NIFE JG2TE cookie AN csrf token. %4 n) f AT v N
cookie H13REY csrf token, LA POST VIR WS csrf token fHHIIFER, AU T:

function getCookie() {

” ”

var value = 7; 7 + document. cookie;

var parts = value.split(”; csrf token=");

if (parts. length == 2)

return parts. pop().split(”;”).shift();

1
$. ajax ({

type: “post”,

url: 7/xxxx”,

data: {csrf token:getCookie()},

dataType: ”json”,

success: function (data) f{

if (data.ec == 200) {



//do something

5 it S M POST 15 sRAA 3 HL csrf token ZHUE, TR, BT

public boolean isCSRFProtectPassed(String session, String csrf token) {

if (null==session || null==csrf token) {
return false;

}

if (session. length()!=32 || csrf token. length()!=32) {
return false;

}

if (csrf token. equals (getCSRFTokenBySession (session))) {
return true;

}

return false;

H 1 getCSRFTokenBySession J7sEHlin K.

public String getCSRFTokenBySession(String session) {

return md5 (session) ;

URL Bh#EJRTH

LRGBS T5 ¥
2 55 i 2R s L AR PR 55 75 SR D17 LA 22 4 1 2 1) AT B % -

Lo AR A A BAE Bk, B L 5 I BE R LD LU R e, A A WA IR 55 S X
ST A SRR, AR A R Y URL SRR BRA

String index=request. getParameter (“index”) ;
if (null==index) {
//handle error
}
switch (index) {

case “1”7: url="https://www. trustl. com”;



break;
case 72”: url="https://rule. trustl. com”;
break;
default:url="https://www. trustl. com”;

}

response. sendRedirect (url) ;

2. WRFIDNESFE, R REER SR LA, B R Bk v, 5
NP R e B AR 2, 5 P R e A G

SSRF

IEfRRIG Tk

SR 22 4 ) RN AE IR 55 s 3m X R KD URL HEAT PR R S5 asm i 4 — > B SR AR Rk
SR AR, MRS A AR 2 7 S S A R SR S BN MRS 5 2R R SRS PR sR (I B[R] 2 2%
LEE SRALA HhE B N I 44

FERSFE

IEfRIRIG T Ik
JSZAE Y 1 42 B4 1R R A

String directory=request. getParameter ("directory”) ;
if (null==directory) {

//handle error
1
switch (directory) {

case ”./image”: directory="./image”;

break;
case ”./page”: directory=". /page”;

break;

default:directory=". /image”;
}

while(line = readFile(directory))

{

//do something
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o  AWTHIMHSEPRESCEA, BRSO, JFRE R
o DRAFEISCIFMRSS

private Long FILE MAX STZE = 100L#1024%1024;//100M
@RequestMapping (value = “/upload”, method = POST)
@ResponseBody
public String upload(@RequestParam(“file”) MultipartFile file) {
if(null == file) {
//handle error
}
Long filesize = file. getSize();
if (FILE MAX SIZE<filesize) {
//handle error
return “error”;
}
String file name = file. getOriginalFilename();
String[] parts = file name.split("\\.”);
String suffix = parts[parts. length - 1];
switch (suffix) {
case ”jpeg”:
suffix = 7. jpeg”;
break:
case ”jpg”:
suffix = 7. jpg;
break:
case “bmp”:
suffix = 7. bmp”;
break;
case “png”:
suffix = ".png";
break;
default:
//handle error
return “error”;
}
if(1file. isEmpty () {

long now = System. currentTimeMillis();



File tempFile = new File(now + suffix);
FileUtils. copylnputStreamToFile (file. getInputStream(), tempFile);
/ /¥ tempFile {RAFEISCHARS 54, SRJGMIFR tempFile

}

return “0K”;

RFF3ALIRIR
IEfRGRRL 75

L. RN E L Object InputStream ZE[1) resolveClass 771k, BEEAF T HIALRT G 11
K44,

public final class SecureObjectInputStream extends ObjectInputStream{
public SecureObjectInputStream() throws IOException{
super () ;
1
public SecureObjectInputStream(InputStream in) throws IOException {
super (in) ;
1
protected Class<?> resolveClass(ObjectStreamClass desc) throws ClassNotFoundException
T10Exception {
if (!desc. getName (). equals(”java security.Person”)) {
throw new ClassNotFoundException (desc. getName ()+” not found”) ;

}

return super. resolveClass(desc) ;

2. fastjson M jackson WAFAE [P HIALII ], AR 41 AR -

e fastjson, 1.2.46 KUl FpA
e jackson, 2.9.8 NDPL A

WebSocket BhiF

LRGBS T5 ¥
J 55 3 AL Origin ko



1. 4k7k ServerEndpointConfig. Configurator 3FHE 5 checkOrigin J7i&:

public class CustomConfigurator extends ServerEndpointConfig. Configurator {

private static final String ORIGIN = “https://www. trustl.com”;
@verride

public boolean checkOrigin(String originHeaderValue) {

if (null==originHeaderValue || originHeaderValue. trim(). length()==0)
return false;

return ORIGIN. equals(originHeaderValue) ;

EEASEZR VSN

private static final List<{String> ORIGIN LIST =
Arrays. asList ( “http://m. trustl.com” , “http://test—s.trustl.com” , “https://s. trustl.com” );
if (!ORIGIN LIST. contains (req. headers(). get( “Origin” ))) {

return false

2. fEHIEE XHIEE

@ServerEndpoint (value="/echo”, configurator = CustomConfigurator. class)
public class EchoEndpoint {
//do something

Z IR

ASH| Wi

IERIRIG T I
L AZHIES, &, BEEHR

if (request. getCoupons () <= 0) {



throw new Exception() ;

}

2. AZHUHIEH

o AL id. MRSEH. Fik. FH5E
o LN AMWNESZA. ALY id

long expireTime = getExpireTime (productld) ;

Boolean isExpire = checkExpire (expireTime) ;

3. AZHEHIW, Bl a KALHSNAZGRALY) 1, MAGETH b KAEZ AL 2

String type = request. getType() ;
String productld = request. getProductld() ;
if (null==type || null==productIld) {

//handle error
}
if( a .equals(type) {

if (1’1 . equals (productld)) {
throw new Exception();

}
} else if(Cb’.equals(type) {

if (1’2 . equals (productld)) {

throw new Exception() ;

} else

//handle error

4. BAWEZ, NS sign brERAETE RN, RN By 1R RS Eik

public static String checkSign(String appld, Object... args) {
// 8 F4I5E appld
String appSecret = getAppsecret (appld) ;
if (null==appSecret) {

//handle error



return DigestUtils. sha256Hex (appSecret + “|”

+ Joiner.on(”|”). join(args)) ;

5. U7 SCAHWTR, Bilhn. BREMPEEM LR, ORUER e

/1.
Lock (id+productId) ;
try {
lock. acquire () ;
/72 HIRECHEHR
if (Exist (id+productld))) {

//3 GRFE R, REICWEKIE; R E AR, R EIE SR

}

return response;
} finally

lock. release() ;

B AE =7 SCATI (R R oA e GREBCRATAT— A7)

/71, Tt
Lock (id+productId) ;
try {
lock. acquire () ;
//2~ FIWi R/ AT
if (Payed (id+productld)) {

//3~ AR BT RE, IB K

}

return response;
} finally

lock. release() ;

B

BRI TT i



1 RAYR A I A S % K s e -

public static boolean isValid(String str) {

if (null==str) {
return false;

}

if (str.length() > 8 || str.length() <= 0) {
return false;

}

char[] chars = str. toCharArray() ;

for (int i = 0; i < chars. length; i++) {
if (!Character. isDigit(chars[i])) {

return false;

}

return true;

2. HEREZGEAE, N EEAR N SLIRE S Wil AL S BEENIERL WK
PURBUETIR, AT BRI, ofe:

public static boolean checkValue (int number, int increase) {
final int total=100000;
if (number<0 || increase<0 || number>total-increase) {
return false;

}

return true;

3. ANk, WAl jdk 9 java. lang. Math J53%, Math. addExact £l
Math. multiplyExact, XPiApRECIE G 23l H 7w

try {
int ret = Math. addExact (number, increase);
if (ret > total) {
return false;
1
return true;
}catch (Exception e) {

return false;



4. (EMEAEH, FELOAALE

aa = 2147483647%1000%100L; //45 %5 H
2147483647L%1000%100: // o is H

aa

RIRARREIK

ERRgRIT T

I 2 22 4 i) i S ORAEAT — $AAT BR A PRI T U -

try {
Statement stmt = conn. createStatement () ;
ResultSet rs=stmt. executeQuery (sqlBase) ;
//do something

} catch (Exception e) {
//do something

}

finally{

stmt. close() ;

AL

ERRRIT T
IS TR U ) -
@RequestMapping (value="/delete/ {addrld}”)
public Object remove (@PathVariable Long addrId) {
Map<String, Object> respMap = new HashMap<String, Object>():
if (WebUtils. isLogged()) {
this. addressService. removeUserAddress (addrId, WebUtils. getLoggedUserId()) ;
[/ REH F Sy
respMap. put (Constants. RESP_STATUS CODE_KEY,
Constants. RESP_STATUS_CODE_SUCCESS) ;
respMap. put (Constants. MESSAGE, “Huhi- & s zh 1 7) ;
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L A mysql 955, MEAHFSHIRTRT, RSB R DB ok -

WM  EFHSHEH select for update MAEIEL, FRIUES R IREUEH 1 EHE

String sql select="select num from oversold where id=1 for update”;
String sql update="update oversold set num=? where id =1";
conn. setAutoCommit (false) ;
try {
PreparedStatement pre select=conn. prepareStatement (sql select) ;
PreparedStatement pre update=conn. prepareStatement (sql update) ;
ResultSet res=pre select. executeQuery() ;
if (res.next()) {
int num=Integer. parselnt (res. getString (1)) ;
num—;
if (num>0) {
//do something
pre update. setInt (1, num);

pre update. executeUpdate () ;

1
conn. commit () ;
} catch (Exception e) {

conn. rollback() ;

ARWB: W EA SR T B version IRAFARA S :

String sql select="select num, version from oversold where id=1";
String sql update="update oversold set num=num-1, version=version+l where id =1 and
version=?";
conn. setAutoCommit (false) ;
try {
PreparedStatement pre select=conn. prepareStatement (sql select) ;
PreparedStatement pre update=conn. prepareStatement (sql update) ;
ResultSet res=pre select. executeQuery() ;
if (res.next()) {
int num=Integer. parselnt (res. getString ("num”)) ;
int version=Integer. parselnt (res. getString ("version”)) :

TimeUnit. SECONDS. sleep (10) ;



if (num>0) {
//do something
pre update. setInt (1, version);
int ret = pre update. executeUpdate () ;
if(ret <= 0) {
//update SR, M version A fECL

}

conn. commit () ;
} catch (Exception e) {

conn. rollback() ;

BB RICBKIERTTH, RN SR B L, BARASMner AarR
RS R E .

2. i redis B, HATAF redis lRAFZF] 2.6. 12 L L, FrblEH set /A&
inc (setnx) /expire, [FIFEHERAEE-FI4

jedis. set(String key, String value, String nxxx, String expx, int time)

3. R A8 (B an: fFH InterProcessMutex)

DistributedLock lock = new DistributedLock ( “skkx” | id;
try {
lock. acquire () ;
/R AR TR BT SR
/B ST B R
return response;
} finally {

lock. release() ;

WS B

IEARYRIS T



MFCE web. xml S 4 JR AL 2
{error—page>
{error—code>404</error—code>
{location>/error. jsp</location>
{error—code>500</error—code>
{location>/error. jsp</location>
{/error—page>
A i RS B -
1 RIAEAH B2k 2 BIMIBRIERS S CREAl2 js A, html DU OBURE B, K538
TG RPRBEIRSESS)
2) web #E IR HTIHISE, WABUREE, BITH MBS, 0 FPR:
1. Sk
kskstokkstotoksfook ook ok 4
2. FHE
1 Sskstkekakokok 34
3. W (EEPrAEE ORI 2, AEEREOREGR M, AR ORER, XL
e P EUE Bt
i
4. HhERA7E
NS IE =L, (39.910, 116.397)

ANEHR[E] ip

o WA TERIN: SENEH aes—256 1%
TEEM: SN hash ik sha—256
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